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THE BUSINESS & COMPUTING DEPARTMENT 
GCSE Year 10 Computer Science Curriculum  

Year 10 
Autumn Term 

Component 1 Units 2.3, 2.4 and 2.5 

Units, Data Representation and Compression 
Why do computer systems use binary? 
How is real world data represented in binary? 
How are files made smaller for storage and transmission? 

Source of 
knowledge 

Teacher exposition and PowerPoints, Exam board resources, Course textbooks, Interactive Excel 
worksheets 

Knowledge 

Unit 2.3 Units 

As computers are electronic devices they can only process electronic 
signals, i.e. whether electricity is present or not. The binary number 
system allows us to represent the presence of electricity, or a ‘switch’ 
being on as 1 and the absence of electricity, or a ‘switch’ being off, as 0.  

The binary number system is a base 2 number system, i.e. it only uses 
two digits (0, 1), as opposed to the ten digits (0, 1, 2, 3, 4, 5, 6, 7, 8, 9) of 
our convention denary system.  All data needs to be converted into a 
binary format to be processed by a computer. 

A bit is a single binary digit, a 0 or a 1; a nibble is a group of 4 bits; a byte 
is a group of 8 bits. 

A kilobyte is a group of 1024 bytes (but we can use 1000 to make 
calculations easier); a megabyte is a group of 1024 kilobytes (but we can 
use 1000 to make calculations easier); a gigabyte is a group of 1024 
megabytes (but we can use 1000 to make calculations easier); a terabyte 
is a group of 1024 gigabytes (but we can use 1000 to make calculations 
easier); a petabyte is a group of 1024 terabytes (but we can use 1000 to 
make calculations easier) 

Unit 2.4 Representing Data 

Representing numbers 

How to convert positive denary whole numbers (0–255) into 8 bit binary 
numbers and vice versa. 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
Completing 
interactive Excel 
spreadsheets, MCQ 
staged low stakes 
assessment, 
answering past 
paper questions 



How to add two 8 bit binary integers and explain overflow errors which 
may occur. An overflow error occurs when the result of a binary addition 
generates a number that is too large to be represented in one byte. 

A binary shift has the effect of multiplying or dividing a binary number by 
two, or multiples of two depending on the direction of the shift and how 
many ‘places’ are shifted. Sometimes with a dividing binary shift accuracy 
is lost. Be to explain the impact and carry out binary shifts.  

Hexadecimal is a base 16 number system. In addition to the conventional 
digits (0-9) it employs the letters A – F to represent the denary values 10 
– 15). It is used in computer science as it is easier for a human to 
interpret that binary yet still easy to convert to binary for a computer to 
process.  Know how to convert positive denary whole numbers (0–255) 
into 2 digit hexadecimal numbers and vice versa. Know how to convert 
from binary to hexadecimal equivalents and vice versa 

Representing characters 

By allocating a character a number we can use binary codes to represent 
characters. A ‘character-set’ lists the characters a computer system can 
represent and its allocated number.  There are a number of standard 
character sets I use including ASCII (American Standard Code for 
Information Interchange), Extended ASCII and Unicode.  

The number of bits used to store each character in a character set dictate 
the number of characters which can be represented. The more bits 
available the more character can be represented. ASCII uses 7 bits 
meaning it can represent 128 characters which is enough for English, 
Extended ASCII uses 8 bits giving 256 characters, enough for most 
western European languages, Unicode uses 16 bits giving 137, 994 
covering 150 modern and historic scripts, as well as multiple symbol sets 
and emoji.  

How to calculate the size of character and data base files. 

Representing images 

An image can be broken down into a grid of pixels. Each pixel can be 
represented binary to show its colour. The binary values and their 
allocated colour and the size of the image in pixels is given in the image 
meta data. Mata data is data that describes the actual data used to make 
up whatever it is that being represented.  

Colour is recorded as 4 hexadecimal values one representing the amount 
of red, the second the amount of blue, the third the amount of green and 
the forth, the alpha channel, stores the transparency if the pixel (the 
higher the value the more opaque). 

The number of bits available to sore the colour is referred to as the 
colour depth. The more bits available the more colours can be 
represented and the closer the colour of the image can be to the original 
item.  

The resolution specifics how many pixels are used to represent an area of 
the image. It is measure in dpi (dots per inch). The higher the dpi the 
smaller the dots and the less obvious they are, generating a more lifelike 

https://en.wikipedia.org/wiki/Script_(Unicode)
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image. Having a high colour depth and resolution will result in a more 
realistic image but also a larger file size. 

How to calculate the size of image files. 

Representing sound 

Sound is an analogue wave; computers cannot process analogue signals 
so sound must be converted into a digital equivalent. To do this the 
analogue wave’s amplitude, height, is measured and recorded at regular 
intervals – referred to as taking a sample.  

How often in a period time the amplitude is measured is called the 
sampling interval. The smaller the sampling interval the more often the 
amplitude is measured (the higher the sample rate) and the more closely 
the digital copy will be to the original sound, the higher the playback 
quality. However, the higher the sample rate the bigger the file. 

The sample size, or bit depth, is the number of bits available to store the 
sample. The bigger the sample size the better the playback quality and 
the bigger the file. 

The bit rate is the number of bits encoded, transmitted or received per 
second. The higher the bit rate the better the playback quality. Bit rate is 
affected by the sample size and rate and the number of channels being 
used. 

How to calculate the size and bit rate of sound files. 

Compression 

Image, sound, video and sometimes text files can get very large. This 
means they need a lot of storage to hold them and also take a long time 
to transfer (upload to and download from the Internet). Compression is a 
way to make files smaller. Compression algorithms are applied to remove 
data or shorten how it is recorded.  

There are two types of compression algorithms: lossy, lossless. Lossy 
algorithms remove some data from the file to make it smaller for 
example reducing the resolution or colour depth of an image or the bit 
depth or sample rate of a sound file. If these reductions are not too 
significant they won’t be noticed by the human eye or ear but can 
significantly reduce the file size.  

Lossless compression algorithms spot patterns in the data and use these 
as a way to reduce the file size without losing any data. They often rely 
on the fact that lots of data is repetitive. Lossless algorithms include run 
length and dictionary compression. 

Check digits 

A check digit is a digit, usually included at the end of an item of data, that 
has been calculated by applying an algorithm to the data item. It acts as a 
check as if the same algorithm is carried out the check digit should be the 
result. By using this we can ensure data has been copied or transferred 
correctly and if it hasn’t we can copy, or transfer it again.  

Vocabulary 



Representation, units, bit, nibble, byte, kilobyte, megabyte, gigabyte, terabyte, petabyte, convert, 
binary, denary, whole numbers, overflow error, binary shift, hexadecimal, check digits, characters, 

character-set, American Standard Code for Information Interchange, ASCII, extended ASCII, 
Unicode, image, pixel, metadata, colour depth, transparency, opaque, resolution, image file, 

sound, sample, sampling intervals, sampling frequency, bit rate, bit depth, sample size, channels, 
playback quality, compression, compression algorithms, lossy compression, lossless compression. 

Assessment 
Focus  

Staged MCQ low stakes assessments after Units and Number, Characters, Images, Sound and 
Compression. 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 
 

 

  



Year 10 
Autumn Terms 

Component 2 Unit 4 

Boolean Logic 
What are logic gates? 
How do computers employ logic gates to complete their processing of data? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks, Logic handouts  

Knowledge 

As computers are electronic devices they can only process electronic 
signals, i.e. whether electricity is present or not. The binary number 
system allows us to represent the presence of electricity, or a ‘switch’ 
being on as 1 and the absence of electricity, or a ‘switch’ being off, as 0.  

A logic gate is an electrical component used to change bits and perform 
calculations within a computer. It is created by using transistors. There 
are 3 basic logic gates: AND, OR, NOT. 

Each logic gate can be represented by a diagram and has a symbol so we 
can construct the equations of a logic gate or circuit. 

              AND                                     OR                                         NOT 

     A ^ B = Y                  A v B = Y                   ¬ A = Y 

Logic circuits can be made up from these 3 logic gates. Be able to 
construct the logic gate and simple logic circuit diagrams using the 
operations AND, OR and NOT 

Truth tables lay out the output of a logic gate or logic circuit for each 
possible input combination. The number of rows needed to cover all 
possible input combination can be calculated in advance (2number of inputs). 
Be able to construct truth tables for each logic gate and for simple logic 
circuits. 

Recognise and understand the impact of:  

   + : addition 

   – : subtraction 

   / : division 

   * : multiplication 

   ^ : exponentiation, e.g. 4^3 = 4x4x4 (64)  

   % : MOD Modulus, the ‘remainder’ part of a result of a division 
calculation e.g. 17 % 5  = 2 

   // : DIV the whole number part of the result of a division calculation e.g. 
17 // 5 = 3 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
Logic gate, circuit 
and truth table 
worksheets, MCQ  
low stakes 
assessment, 
answering past 
paper questions. 

Vocabulary 



Represented, binary form, logic gate, logic diagram, logic circuit, logic operations, AND, OR, NOT, 
truth tables, Boolean, computing-related mathematics, exponentiation, modulus, MOD, DIV 

Assessment 
Focus  

MCQ low stakes assessment. 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 
 

 

 

Year 10 
Autumn Term 

Component 2 Unit 2.1 

Computational Thinking 

How are complex real world programs analysed and interpreted so they can be solved by/using computers? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. Understand that computational thinking is needed to understand 
complex problems and present them in a way that can be solved by a 
computer. Computational thinking involves abstraction, decomposition, 
algorithmic thinking. Abstraction is the process of only focusing on the 
important elements of the problem and discarding all irrelevant 
information. Decomposition is the breaking down of large and/or 
complex task into smaller, simpler tasks. Algorithmic thinking is the 
process of writing instructions to perform these simpler tasks and 
identifying when you have employed such algorithms in the past so you 
can reuse or modify them. 

2. An algorithm is a set of instructions to perform a specific task. 
Algorithms are useful in computer science because they allow us to draw 
up the solution to a problem before actually coding it.  

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
answering past 
paper questions,  
producing 
algorithms. 

Vocabulary 

Computational thinking, abstraction, decomposition, algorithmic thinking 

Assessment 
Focus  

Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 

  



Year 10 
Autumn  and Spring Terms  

Component 1 Unit 1 

Systems Architecture 

What processes and components are involved in the execution of a command in a computer system? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. The purpose of the CPU is to execute, carry out, the instructions given 
in a program. To perform this, it carries out the fetch, decode, execute 
cycle. The function of the CPU is to fetch and execute instructions stored 
in memory. 

Computer architecture shows how the components of the computer are 
physically arranged and how they operate together to carry out 
instructions. The most widely used architecture is the Von Neumann 
architecture. In the Von Neumann architecture both data and 
instructions are stored in the same area of the memory.  

The Von Neumann architecture employs a number of registers to hold 
specific items of data as the fetch, decode, execute cycle is carried out. A 
register is very small, can only hold one item of data or instruction, very 
fast memory located in the processor.   

Understand the roles of Memory and the following registers in the 
execution of the fetch, decode, execute cycle: Program Counter (PC), 
Memory Address Register (MAR), Memory Data Register (MDR), 
Accumulator. 

Be able to name the common CPU components and their function: 
Arithmetic Logic Unit, (ALU), Control Unit, (CU), Cache 

Understand and be able to describe how common characteristics of CPUs 
affect their performance: clock speed, cache size, number of cores 

2. An embedded system is a computer system embedded in another 
device. They are common in electrical devices such as washing machines, 
microwaves, televisions, air conditioners, burglar alarms, and cookers. 
They carry out one function, to control whatever device they are installed 
in. They generally smaller, more robust, quicker to start up and cheaper 
than multi-purpose devices which is why they are used. 
 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
answering past 
paper questions, 
producing 
factsheets, 
producing and 
giving 
presentations, MCQ 
staged low stakes 
assessment.. 

Vocabulary 

Central Processing Unit, CPU, processor, Von Neumann architecture, Memory Address Register, 
MAR, Memory Data Register, MDR, Program Counter, Accumulator, CPU components, Arithmetic 

Logic Unit, ALU, Control Unit, CU, Cache, fetch, decode, execute, instructions, fetch, decode, 
execute cycle, memory, CPU performance, clock speed, cache size, cores, embedded systems.  

Assessment 
Focus  

MCQ staged low stakes assessment. 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 

Year 10 
Spring Term  



Component 2 Unit 1.2 

Designing, creating and refining algorithms 
 

What tools and techniques are employed to try to ensure effective and efficient algorithms ate produced, 
prior to converting them to a program? 

 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1.  An algorithm is a set of instructions to perform a specific task. 
Algorithms are useful in computer science because they allow us to 
draw up the solution to a problem before actually coding it. A number 
of tools are used to design algorithms: Structure diagrams, pseudocode, 
flow charts. Be able to interpret, correct, complete and produce 
algorithms using these tools. This will involve: 

Identifying the inputs, processes, and outputs for a problem 

Interpreting, correcting, completing and producing structure diagrams 

Creating, interpreting, correcting, completing, and refining algorithms 
using: 

    o   Pseudocode 

    o   Flowcharts 

    o   Reference language/high-level programming language 

Identifying common errors 

Employing trace tables 

 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
answering past 
paper questions, 
completing 
searches and sorts,  
producing 
algorithms, 
producing 
flowcharts. 

Vocabulary Computational thinking, abstraction, decomposition, algorithmic thinking, algorithm, 
pseudocode, structure diagram, flowchart, trace table. 

Assessment 
Focus  

Students will complete an end of unit assessment which will reflect the way they will be 
assessed on this material in the written examination in Year 11 

 

  



Year 10 
Spring Term  

Component 2 Unit 2 

Programming Fundamentals 

What constructs are employed to create effective and efficient programs? 

Source of 
knowledge 

Teacher exposition and PowerPoints, Exam board resources, Course textbooks, Code Academy 

Knowledge 

Data used in computer programs needs to be classified. Data types are 
integer, real, Boolean, character and string. In some cases data can be 
converted from one type to another, this process known as casting. 

    o   Integer - whole numbers without a decimal or fractional part 

    o   Real – numbers with a decimal or fractional part 

    o   Boolean – can take one of two values (true or false) 

    o   Character and string – single and multiple characters (including 
letters, digits and punctuation. The default of an input in Python. 

    o   Casting – changing from one data type to another. Often employed 
when preparing data input for processing or processed information for 
storage. 

A variable is a named location in memory the contents of which changes 
each time or as the program executes. How to use a variable in a Python 
program. 

A constant is a named location in memory the contents of which stays 
the same each time the program executes. How to use a constant in a 
Python program. 

Operators denote a process to be carried out on data, often but not 
exclusively, numerical. They include mathematical operators such as +, -, 
*, /, Div and Mod; comparison operators: >, >=, <, <=, =; logic operators: 
AND, OR, NOT. How to use operators in a Pythion program. 

Every programming language needs to provide a facility to input and 
output data so it can be processed by the program. How to input data to 
and output data from a Python program. 

Assignment is the process of allocating a value to a variable or constant. 
How to assign values to variables and constants in a Python program. 

Programs use three basic programming constructs to control their flow: 
sequence, selection, iteration. 

When a program employs sequence each line of code is executed one at 
a time in the order they are written. 

When a program employs selection the next line the program executes 
can vary depending on a pre-set condition. 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
Staged MCQ low 
stake tests, 
answering past 
paper questions, 
producing 
algorithms, 
producing code 
extracts and 
programs in 
Python.. 



When a program employs iteration it repeats a line of code, or section of 
the program repeatedly. This is usually achieved by employing a loop. A 
count controlled loop is used if the number of iterations is known prior to 
starting the loop, a condition controlled loop is used when the iterations 
are terminated by a pre-set condition. 

How to employ sequence, selection and iteration in a Python program. 

String manipulation is a term use to describe various operations available 
to modify how strings look or access specific elements of strings. How to 
apply basic string manipulation techniques in Python. 

An array is a named set of locations in memory used to store a set of data 
on related items. It is a data structure used to store groups of related 
data of the same type. It removes the need for multiple variables and 
makes it easier to process and/or update sets of data. Arrays can be one 
dimensional - just a set off single items of data, or two dimensional – a 
set of arrays. How to use lists in Python to perform the function of arrays.  

File handling operations allow programs to permanently store, retrieve 
and modify data. The basic file handling operations are open, read, write, 
amend, and close. How to use file handling operations in Python. 

A record is a data structure that contains a collection of data items 
arranged for processing by a program. Multiple records are contained in 
a file or data set. Records to store multiple items of data, which can be of 
different types. How to use lists in Python to perform the function of 
records. 

Structured query language (SQL) is a standard language for storing, 
manipulating and retrieving data in databases. Write SQL code to retrieve 
and modify data in an existing database.  

A subroutine (sub-program) is a sequence of program instructions that 
performs a specific task, packaged as a unit. This unit can then be used in 
programs wherever that particular task should be performed which 
brings a number of benefits. Subroutines can be used to save time and 
simplify code. The main types of subroutine are procedures and 
functions. 

The use and generation of random numbers. 

Vocabulary 

Variables, constants, operators, inputs, outputs, assignment, basic programming constructs, 
sequence, selection’, iteration, count controlled, condition controlled, loop, string manipulation, 

file handling operations, open, read, write, close, records, structured query language, SQL, arrays, 
lists, one dimensional array, two dimensional array, sub programs, functions, procedures, 

structured code, data types, integer, real, Boolean, character, string, casting, arithmetic operators, 
comparison operators, Boolean operators. 

Assessment 
Focus  

Staged MCQ low stake tests  
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 
Students will complete a number of extended programming task which will be assessed  

 

 

 

Year 10 



Spring Term 

Component 1 Unit 2.1 

Memory 
What is memory and why is it essential in modern computer systems? 
What different types of memory are there and what are their features and uses? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

In order to operate computers, need to be able to hold data and 
instructions prior to them being carried out. This is the role of memory is 
to inform a computer system how it operates and hold the information 
and data currently in use.   

Read only memory (ROM) is accessed when the computer starts up. It 
holds the boot up (BIOS) instructions that dictate the way the computer 
operates. They are programmed by the manufacturer and the contents of 
them cannot be changed by the user. ROM is non-volatile (it maintains 
their contents if the power to it is switched off) 

Random access memory (RAM) hold the data and programs currently in 
use. The contents of RAM changes as different applications are run by the 
user. RAM is volatile (it contents are lost if the power to it is switched off) 

Sometimes the applications we are running mean that RAM gets full but 
we still need to hold more instructions and data. When this happens the 
system uses some of the secondary storage to hold data and programs 
currently in use. This ‘borrowed’ secondary storage is referred to as 
virtual memory. Secondary storage is slower than RAM so this slows 
down the operation of the computer. 

Flash memory, also known as solid state (SS), Flash memory is a type of 
non-volatile ROM memory called EEPROM (electronically erasable 
programmable read only memory). This is a form of static RAM The 
internal storage of a computer can use a solid state drive (SSD), which is a 
large piece of flash memory.   Flash memory is solid because are no 
moving parts. A SSD uses microscopic electronic switches to store data. 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
tests, answering 
past paper 
questions, 
producing 
factsheets, 
producing and 
giving 
presentations. 

Vocabulary 
Random access memory, RAM, Read only memory, ROM, virtual memory, flash memory, 

programmable read only memory, PROM, electronically erasable programmable read only 
memory, EEPROM  

Assessment 
Focus  

Low stake MCQ tests  
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 

  



Year 10 
Spring Term 

Component 1 Unit 2.2 

Storage 
How does storage differ from memory? 
What are the most widely used storage types employed in computer systems? 
How can you select the most appropriate type of storage for your situation? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

Secondary storage is needed to store programs and data for retrieval at a 
later date. It is often external to the computer. When you are viewing the 
image on your digital camera it is stored in RAM when you press the 
button to take the picture it is transferred to secondary storage so you 
can look at it again later. 

Optical storage stores data as a series of burns on a shiny disc, a compact 
disc CD or digital versatile disc (DVD). These are created and read by a 
laser. The disc spins round and the read/write head containing the laser 
moves back and forth over it. Due to this mechanical element they are 
not durable or portable. The CDs and DVDs used have a limited capacity 
but are cheap. Access times are reasonably slow but information 
recorded on them can be accessed by a variety of devices.  

Magnetic storage stores data by magnetising spots on magnetisable disc, 
a single hard disk or a floppy disc; or tape, magnetic tape. These are 
created and read by a magnetic head. The disc spins round and the 
read/write head moves back and forth over it, or the tape runs from reel 
to reel over the magnetic head. Traditional hard disk drives (HDDs) 
consist of a stack of metal discs that can be magnetised and read by a 
moving head. Due to the mechanical element they are not durable or 
portable. The tapes and discs used have a large capacity and are cheap. 
Access times are slow.  

Solid state memory is a type of non-volatile ROM memory called EEPROM 
(electronically erasable programmable read only memory). USB memory 
sticks and memory cards are compact forms of flash memory used with 
cameras, smartphones and tablet computers. The internal storage of a 
computer can use a solid state drive (SSD), which is a much larger piece 
of flash memory. There are no moving parts, unlike the spinning disc 
inside a magnetic drive. A SSD uses microscopic electronic switches to 
store data. 

Storage using solid state drives is expensive, about 10 times more per MB 
magnetic devices. SSDs don’t use as much energy as optical and magnetic 
drives so don’t use up batteries on portable devices as quickly. SSDs can 
have a large capacity, but the larger it is the more it costs. SSDs are fast at 
loading up and copying files. As SSDs have no moving parts to wear out 
they are more durable the optical and magnetic drives and are not 
vulnerable to knocks so are more portable. 

How to select suitable storage devices and storage media for a given 
application using the following characteristics: capacity,  speed, 
portability, durability, reliability, cost.  

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
tests, answering 
past paper 
questions, 
producing 
factsheets, 
producing and 
giving 
presentations. 



Vocabulary Secondary storage, optical storage, magnetic storage, solid state storage, storage devices, 
characteristics, capacity, speed,  portability, durability, reliability, cost. 

Assessment 
Focus  

Low stake MCQ tests  
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 

 

Year 10 
Spring Term 

Component 1 Unit 3.1 

Networks and  topologies 
What is a network and why are they employed? 
What different ways can computer networks be set up and controlled? 
What are the key pieces of equipment needed to enable computers to be networked? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. A network is one or more computers or devices connected together. 
This allows the sharing of peripherals, such as printers, and software. It 
also allows individuals to access the same files, communicate more easily 
using email, and roaming access - users can sign in to any computer on 
the network and be able to access their files. Large Networks also mean 
centralised maintenance and updates - network managers can apply 
software updates across a network, removing the need for a user to 
worry about having to do so; centralised security - anti-virus software 
and firewalls can be implemented across a network, helping to protect 
user files from risks; user monitoring - network managers can monitor 
what users do on a network; levels of access - different users can be 
given different access rights. This gives network managers the ability to 
generally restrict user access to certain files, while granting permission to 
specific users. However, it requires the purchase of additional hardware, 
additional skills to run and makes security more problematic. A computer 
or device that is not connected to a network is called a stand-alone. 

A Local Area Network LAN is a series of computers linked together over 
one site, though it can be more than one building. Schools, universities, 
hospitals would all employ a LAN. All the infrastructure of a LAN is owned 
by the organisation itself and they are responsible for maintaining and 
supporting it. LANs often employ wired connections. 

A Wide Area Network WAN is a series of computers linked together over 
a large geographic area. Businesses with offices or branches country or 
world wide would employ a WAN. The Internet is a WAN. The 
infrastructure of a WAN is owned by a telecommunication company and 
they are responsible for maintaining and supporting it. Organisations 
would pay one of these telecommunications companies to provide the 
infrastructure to then (to become their Internet Service Provider - ISP). 
WANs employ wireless connections. 

2. Network performance is about response time - how fast a message can 
be sent or how quickly a document can be retrieved. The performance of 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
assessment, 
answering past 
paper questions, 
producing 
factsheets, 
producing and 
giving 
presentations. 



a network can be affected by various factors: the number of devices on 
the network, the bandwidth of the transmission medium, the type of 
network traffic. 

Bandwidth is a measure of the amount of data that the medium can 
transfer over a given period of time. Each transmission medium has a 
different bandwidth. 

Network latency is a measure of how long it takes a message to travel 
from one device to another across a network. A network with low latency 
experiences few delays in transmission, whereas a high latency network 
experiences many delays. Latency is affected by the number of devices 
on the network and the type of connection device. 

Inevitably there will be times when devices try to communicate with each 
other at the same time. Their signals collide with each other and the 
transmission fails. The greater the number of devices on a network, the 
more chance of a collision occurring, and the longer it takes to transmit a 
message. 

3. There are different models for connecting computers over a network. 
Two of the most common are: client-server networks and peer-to-peer 
networks. 

In Client-server networks computers are separated into one of two 
classifications - servers and clients. A server is a computer that manages 
and stores files, or one that provides services to other computers on the 
network. They control the network and allow other computers to share 
and communicate. In effect, they serve other computers. Typical servers 
include: file servers, applications servers, web servers, print servers, mail 
servers. Servers tend to be quite powerful machines. They need the 
processing power because many other computers connect to them. 

A client is a computer that relies on other computers (servers) to provide 
and manage data. The computer a person uses on a network is a client. 
Clients do not usually store data. Furthermore, they have no control over 
the network as a whole or over individual computers.  

Client-server networks are best suited to organisations with many 
computers, or to situations where many computers need access to the 
same information.  

In a peer-to-peer (P2P) network, all computers have equal status - no 
computer has control over the network. There are no servers or clients. 
Instead, each computer is known as a peer. Peers store their own files, 
which can be accessed by other peers on the network. Therefore, a peer 
is both a client and a server. 

P2P networks are best suited to smaller organisations that have fewer 
computers, or where fewer computers need access to the same data 

4. To connect a computer or device to a network, a number of hardware 
components are required: 

A network interface controller (NIC) provides a method of connecting to a 
network. A NIC offers an interface port for a wired connection. A wireless 
NIC provides a radio transceiver for connecting wirelessly. Each device on 
the network will need a NIC. 



A hub is a small device that allows wired devices to connect to a network. 
Hubs have no knowledge of the devices connected. Any signal (traffic) 
that arrives at the hub is transmitted to all connected computers. This 
affects network performance as many unnecessary signals are 
transmitted across its connections. 

Switches are similar to hubs, with one important difference - a switch 
records which computers are connected to which ports. When traffic is 
received, the switch forwards the traffic to its intended recipient only. 
This improves network performance by cutting down on unnecessary 
transmissions. 

A wireless access point (WAP) uses a radio transceiver to allow wireless 
connections to a network. WAPs can also be used to extend the range of 
a wireless network. In this case the WAP can either receive and transmit 
traffic to other WAPs, or it can be connected via a cable to the main 
network. 

Routers are one of the most commonly used connection devices. They 
are used to connect one network to another. Routers work by collecting 
knowledge of available routes to transmit data. They then determine the 
most suitable route for sending data. 

Routers are also commonly used in homes. These types of router usually 
contain a hub and a WAP, enabling a small peer-to-peer network to be 
formed. Additionally, they contain a modem, which allows users to 
connect to the internet. 

Transmission media carry data signals from one computer to another. 
Media are either wired or wireless. Wired media use either twisted 
copper wiring, or fibre-optic cable. Each wired medium has differing 
characteristics in terms of cost, maximum transmission speed, and 
maximum distance for reliable communication. Wired connections are 
reliable and not usually subject to interference. However, they limit 
mobility - a wired device usually has to stay in place. Wireless 
connections use radio waves to carry signals. These signals are limited in 
range, are subject to magnetic interference, and can be blocked by walls. 
However, they are ideal for mobile devices as a device can connect to a 
network as long as it is in the range of a wireless access point. 

5. A network's topology is the arrangement, or pattern, in which all nodes 
on a network are connected together. There are several common 
topologies that are in use, but today the most common topologies are: 
star topologies and mesh topologies. 

Any device connected to a network is referred to as a node. All nodes are 
connected to the network either by wire or wirelessly. 

In a star topology all nodes indirectly connect to each other through one 
or more switches. The switch acts as a central point through which all 
communications are passed. Large networks using a star topology are 
usually controlled by one or more servers. Hence, the client-server model 
usually uses a star topology. However, peer-to-peer networks can also 
have a star topology. Even though no single computer controls the 
network, all communications still pass through the central switch.  

Having nodes arranged in a star topology brings some benefits: 



• each node is separately connected, therefore a failure of one 
node or its link, (transmission media), does not affect any other nodes.  

• new nodes can be added to the network reasonably simply by 
connecting them to the switch  

• star networks tend to have higher performance as a message is 
passed on to its intended recipient only 

However, star topologies also have their disadvantages:  

• the performance of the network relies on the performance of the 
central switch; hence a low speed switch will slow down the whole 
network. 

• the whole network fails if the switch fails as no node can 
communicate.  

• a wired star topology requires plenty of cable - in a large network 
this can be expensive 

Star topologies tend to be found in large organisations, such as 
educational establishments and businesses, where high performance is a 
must. They are also found in home networks, especially those that are 
wireless. In this case, a router with a wireless access point (WAP) 
provides the central connection for all nodes. 

In a mesh topology there is no central connection point. Instead, each 
node is connected to at least one other node and usually to more than 
one. Each node is capable of sending messages to and receiving messages 
from other nodes. The nodes act as relays, passing on a message towards 
its final destination. 

There are two types of mesh topology: full mesh topology and a partial 
mesh topology 

Mesh networks are becoming increasingly popular due to their efficiency. 
With a full mesh, each node is directly connected to every other node. 
This enables a message to be sent along many individual routes. With a 
partial mesh, not all nodes are connected directly to each other. A partial 
mesh therefore has fewer routes for a message to travel along than a full 
mesh but is simpler to implement. 

Wired mesh networks tend to be uncommon, mainly because connecting 
all nodes to all other nodes is expensive and impractical. However, 
wireless mesh networks are increasingly being used since it is far simpler 
and cheaper to connect using radio signals. 

Having nodes arranged in a mesh topology brings some benefits: 

• messages can be received more quickly if the route to the 
intended recipient is short. 

• messages should always get through as they have many possible 
routes on which to travel. 

• multiple connections mean (in theory) that no node should be 
isolated. 



• multiple connections mean each node can transmit to and 
receive from more than one node at the same time. 

• new nodes can be added without interruption or interfering with 
other nodes 

However, mesh topologies also have their disadvantages: 

• full mesh networks can be impractical to set up because of the 
high number of connections needed. 

• many connections require a lot of maintenance 

Mesh topologies are used where the reliability of network 
communication is very important: military organisations often use mesh 
topologies to avoid breakdowns in communication; cities are increasingly 
using wireless mesh networks to help monitor traffic flow, sewage 
treatment and to help control street lighting; emergency services, such as 
police and fire services, also use wireless mesh networks to ensure that 
communication is reliable; some utility companies who provide gas and 
electric use mesh networks to allow smart meters to send readings 
automatically. 

6. The internet is a global network of computers that any computer can 
join. It is a WAN which is a series of connected LANs. Each resource you 
can access over the Internet has a unique Uniform resource locator (URL). 
Each URL refers to an internet protocol (IP) address which is a unique 
code given to each location on a network. It is the role of the Domain 
Name Server (DNS) to translate the URL into the IP address as the IP 
address is what is needed to find and, hence, retrieve a webpage. 

7. Hosting allows individuals or companies to store the files and 
applications on a server that is owned by another organisation. Hosting 
companies will be responsible for maintaining the hardware and security 
meaning the individual or company does not need to provide these 
themselves (which is expensive). The host also ensures security which is 
also costly for small organisations. It is also quick and easy for the 
organisation or individual to increase the amount of storage they have, 
they just ‘rent’ more server space. The host organisation may also offer 
technical support. However, if you cannot connect to the internet you 
cannot access your files or applications, using a host is expensive per meg 
of storage and also means you lose control of the data or application. 

8. Cloud computing is storing and using services online, rather than 
storing them locally on a device such as a hard drive. Cloud computing is 
becoming more popular as web browsers become more powerful and 
network coverage is more widely available. Cloud storage is used to store 
files such as documents and photos. The files are stored on a server 
owned by the service provider. Google Drive, Flickr and Dropbox are all 
examples of cloud storage. 

Advantages 

• Backing up - data backed up in the cloud with a reliable provider 
can be more reliable than storing your information on a hard drive or USB 
flash memory stick. 



• Compatibility - documents and files are designed to be 
compatible across different machines and browsers. 

• Cost – the user doesn’t need to buy the latest software as it 
might be freely accessible through web apps. 

• Independence – the user can work with their files on different 
computers. 

• Reliable software - web software and browsers are updated 
online. The user doesn’t have to download the latest updates. 

Disadvantages 

• Connection – the user can only access their information if they 
have a network connection. 

• Copyright – the user sometimes loses legal rights to their original 
material if they store it online. 

• Security - data stored online is vulnerable to security attacks. 

• Software - web apps do not usually have as many detailed 
functions as a full software package. 

• Storage - it is not always possible to store more than a few 
gigabytes online with one provider, whereas it is possible to purchase a 
few terabytes of physical storage to save information at home. 

Ownership 

Cloud computing raises issues about data ownership. Cloud services are 
useful, but using them means we are sharing our data with service 
providers. Organisations such as government departments and banks are 
likely to create their own cloud servers because they have extra 
restrictions with regards to the data they hold 

Webservers and clients 
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Wired and wireless networks, protocols and layers 
 

What transmission media can be used in a network and how do these operate? 
 



How is encryption employed to protect data that is sent across a network? 
How are individual devices on a network identified? 
How are large data files prepared so they can be sent across a network? 
How can different makes of computers on different types of network, in different geographical locations 
communicate? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. Networks can be classified as wired or wireless. A wired network uses 
cables (copper or fibre optic) to form the connections between the 
networked devices. A wireless network uses wireless Wi-Fi signals to 
connect nodes. Wi-Fi signals use radio frequencies in the 2.4 gigahertz 
(GHz) and 5 GHz wavebands. Each node has a radio transceiver, which 
allows it to connect to a wireless access point (WAP). WAPs can be 
physically connected by wire to a network switch, or wirelessly to other 
WAPs. 

Ethernet 

Wi-Fi wavebands can be separated into channels, or sub-frequencies. 
WAPs use several channels to allow many devices to connect wirelessly 
without their transmissions interfering with one another. 

Using Wi-Fi brings many benefits to a user: 
• new nodes can easily be added without interruption to 

the network 
• users can move around freely and still stay connected 

However, there are disadvantages to using Wi-Fi: 
• Wi-Fi signals have a limited range, usually no more than 

50 metres. 
• Wi-Fi signals can suffer from electromagnetic interference 

from other devices and even other Wi-Fi signals. They can 
also be blocked by walls, leading to dead spots where no 
signal can be found. 

• Each WAP only has so much bandwidth to share among 
connected nodes. The more nodes that are connected, the 
less bandwidth each receives and the slower 
communication becomes. 

• Wi-Fi signals pose a security risk as they can be 
intercepted by unauthorised users. To overcome this 
problem, messages need to be encrypted. 

Wi-Fi has seen an increase in popularity because it is easy to connect a 
node to a network. Many different types of device, such as laptops, 
tablets, smartphones, interactive TVs, media centres, games consoles 
and security cameras, can easily connect to a network when needed, 
without having to run a cable to each device. Wireless networks give 
freedom of movement. They are therefore popular in homes, schools 
and any organisation that has a constantly changing number of 
connected nodes. 

Bluetooth 
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2. Encryption is the process of disguising a message so that it cannot be 
understood by anyone but its intended recipient. Encryption requires 
the use of a key. The key is secret as to how the message has been 
disguised. Encryption does not prevent someone from intercepting a 
message - instead it prevents them from being able to understand it. 
Unencrypted messages are referred to as plaintext messages. 
Encrypted messages are known as ciphertext. 

A simple method of encryption requires the use of a technique known 
as the Caesar cipher. The cipher works by giving a number value to a 
key. Each plaintext letter is replaced by a new letter, the one found at 
the original letter's position in the alphabet plus the value of the key. To 
decrypt the message, the process is reversed. 

Although this is a good example of encryption, in real life much more 
complicated algorithms are used to encrypt messages. Asymmetric 
encryption involves public and private keys. Encryption is of little use if 
unauthorised users know the key, one way around this issue is to use an 
algorithm that generates two keys - a public key and a private key. This 
method is known as asymmetric encryption. A public key can be given 
to anyone. Anyone can then use this key to encrypt a message. 
However, the public key cannot decrypt a message - only the second 
key (the private key) can do that. So long as the private key is never 
given out, messages will stay safely encrypted. 

Today, most communications sent via the internet are encrypted in 
some way: 

• purchases made online are encrypted to try to prevent 
theft of credit card details. 

• tools enable a user to encrypt a document, such as a 
spreadsheet, before sending it to a colleague via the 
internet. 

• satellite TV transmissions are encrypted to prevent users 
who are not subscribed from watching TV shows 

3. Any form of communication requires rules. These determine how the 
communication is actually made and manage key factors like 
transmission speed, error checking and methods of addressing, for 
example, how to locate another node on the network. Rules that 
govern communication are known as protocols. Many types of protocol 
exist, but the ones that govern addressing are Internet Protocol (IP) 
addressing and media access control (MAC) addressing. 

When connected to a network each device is given a unique IP address. 
This address consists of four sets of up to three digits, each with a 
maximum value of 255, which are separated by dots. This method of 
addressing using four sets of digits is called IPv4. However, the huge 
increase in internet enabled devices has seen IPv4 run out of addresses 
and IPv6, which includes six sets of three digits, has been introduced. 

When a node wants to send a message to another node, it uses the 
recipient node's IP address as the destination. A switch on the network 
knows where the node with this address is and routes the message to it 
accordingly. IP addresses can be static or dynamic. 

A node given a static address always keeps the same address. A node 
given a dynamic address has a different address assigned to it each time 



it connects to the network. Static addressing makes it easy for network 
managers to know which device is which on a network. However, 
dynamic addressing allows more devices to connect than there are 
available addresses. When a device disconnects from the network, its 
address is freed up for another device to use. When the first device 
reconnects it is assigned any free address. 

A MAC address is a unique serial number assigned to each network 
interface controller (NIC). This allows a network to uniquely identify any 
device, even when a dynamic IP address is assigned; the device’s IP 
address changes depending on the network but the MAC address is 
unique to the device. A MAC address consists of a string of hexadecimal 
numbers. The MAC address is assigned by the NIC’s manufacturer and 
cannot be changed. If a device has more than one NIC, for example a 
wired NIC and a wireless NIC, each NIC will have its own MAC address. 

4. Transmissions over a network can be extremely large in size. To send 
a large message in one go would be impractical, as both the sending 
and receiving node would be tied up with one communication. Instead, 
a method called packet switching is used. With packet switching, 
messages are broken up into very small pieces, called packets. Each 
packet consists of two parts: 

• header - this includes the sender's and recipient's IP 
addresses, the packet number, the total number of 
packets the message contains, plus the details of any 
protocols used. 

• Payload (data) - this is part of the actual message itself 
The packets are sent individually across the network and put back 
together to reform the message at the other end. 

Packets may or may not follow the same route - they are sent along 
whichever route allows the quickest transmission. Packets, therefore, 
may arrive out of sequence. The recipient takes each packet, makes a 
note of its number and assembles them into the correct order. 

Sending small packets allows a node to send more than one message at 
the same time. Packet switching also helps to ensure messages arrive 
complete without slowing down a network. If the recipient finds 
packets are missing, it can request that just those packets are re-sent. 
This saves having to resend the whole message, which is especially 
useful if the message is a large video file. 

5. A protocol is a set of rules that governs transmission of data. Many 
other protocols exist. Some of the more common protocols are: 

• Ethernet is a protocol that describes how data is 
transmitted in wired networks. 

• TCP/IP - Transmission Control Protocol/Internet Protocol - 
enables communication over the internet. 

• HTTP and HTTPS - Hypertext Transfer Protocol - governs 
communication between a webserver and a client. HTTPS 
(secure) includes secure encryption to allow transactions 
to be made over the internet. 

• FTP - File Transfer Protocol - governs the transmission of 
files across a network and the internet. 



• SMTP - Simple Mail Transfer Protocol - governs the 
sending of email over a network to a mail server. 

• POP and IMAP - Post Office Protocol and Internet Message 
Access Protocol - govern retrieving emails from email 
servers. POP is an older implementation, largely replaced 
by IMAP. 

6. In networking, layering means to break up the sending of messages 
into separate components and activities. Each component handles a 
different part of the communication. This can be referred to as the 
Transmission Control Protocol/Internet Protocol (TCP/IP) model. 

There are four layers to be considered: 
• Application layer - encodes/decodes the message in a 

form that is understood by the sender and the recipient, 
involves HTTP/ HTTPS, FTP, SMTP, POP protocols. 

• Transport layer - breaks down the message into small 
chunks (packets). Each packet is given a packet number 
and the total number of packets. The recipient uses this 
information to assemble the packets together in the 
correct order. It also allows the recipient to see if there 
are any missing packets, involves TCP and UDP protocols. 

• Network layer - adds the sender’s IP address and that of 
the recipient. The network then knows where to send the 
message, and where it came from, involves IP (internet 
Protocols).  

• Data link layer - enables the transfer of packets between 
nodes on a network, and between one network and 
another, involves Ethernet and Wifi protocols. 

Layering allows standards to be developed, but also to be adapted to 
new hardware and software over time. For example, different software 
packages (applications) may use the same transport, network and link 
layers but have their own application layer. The way the program 
encodes the message changes - the rest of communication method 
remains the same. This allows improvements to be made without 
having to redefine whole communication methods. For example, the 
move from IPv4 addressing to IPv6 affects only the network layer - the 
other layers remain unaffected. 

Ext. A virtual network is a network of geographically unrelated 
computers connected together via the internet. Virtual networks form 
their connections through the internet. Virtual network servers create a 
network that has no direct physical connection, but one that allows file 
sharing and communication. Some organisations use virtual networks 
to enable users at home to connect to the organisation's data and 
facilities. Users can then work at home as if they were at their place of 
work or study. 
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