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THE BUSINESS & COMPUTING DEPARTMENT 
GCSE Year 11 Computer Science Curriculum  

Year 11 
Autumn Term 

Component 2 Unit 3 

Producing Robust Programs 
How do we design programs that stand up to deliberate, or accidental, misuse? 
How do we ensure that programs operate effectively regardless of the data they receive? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1.  Defensive design ensure we consider that programs will not always be 
used by careful users in an appropriate manner and we have taken this 
into account from the beginning. It should endure that programs don’t 
crash or allow individuals to misuse them. It involves considering how to 
build feature into a program to prevent user error or misuse making 
them stop working or become vulnerable. Techniques include: input 
sanitisation, validation, planning for contingencies, anticipating misuse 
and authentication. 

2. To ensure programs keep on working and doing what users expect of 
them we need to consider their maintainability. Maintainability means 
that programs can be corrected or improved once they are in use. To 
ensure a program is maintainable we need to use sensible variable, 
constant and subroutine names, comments, and indentation. 

3. To ensure programs work as expected they must be tested. The 
purpose of testing is not to show they work with typical data but to prove 
they will not ‘break’ if atypical data is entered and to ensure all options 
work as expected – destructive testing. Testing should take place as the 
both as the program as being written (iterative or white box testing) and 
once it is fully complete (final/terminal testing or black box testing).  

Test data is data that is identified prior to the writing of the program that 
will ensure testing is destructive. A range of test data must be used 
including typical valid data, valid data on, just above and just below any 
boundary values and invalid data. Be able to identify, and explain the 
need for, specific items of test data. 

4. Syntax errors occur when the program is written in a way that breaks 
the rules of the programming language. They will prevent a program from 
executing. Be able to give common examples of syntax errors and identify 
and correct syntax errors in code extracts. 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
assessment, 
answering past 
paper questions. 



Logic errors means the code executes but produces unexpected results. 
One of the purposes of testing is to identify logic errors and remove them 
before the release of a program. 

Vocabulary 

Defensive design, input sanitisation, validation, planning for contingencies, anticipating misuse, 
authentication, maintainability, comments, indentation, iterative testing, white box testing, 
final/terminal testing, black box testing, syntax errors,  logic errors, test data, valid data, inalid 
data, typical data, boundary data. 

Assessment 
Focus  

Low stake MCQ assessment 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 
Students will complete designs and tests plans for extended programming tasks 

 

 

Year 11 
Autumn Term 

Component 1 Unit 4 

Network security 
What vulnerabilities are there in a networked computer system? 
What measures can be put in place to reduce the vulnerabilities in a computer system? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. Networks operate on the principles of communication and sharing. 
Unfortunately, these principles mean that network traffic and data can 
be more easily subject to access by people who have no authority to do 
so. 

A network attack is an attempt to gain access to, steal, modify or delete 
data on a network. Such attacks take several forms: 

• Active - where the unauthorised person attempts to modify 
or delete data, or to prevent a network from operating 
correctly. An example of this is denial of service (DOS). 

• Eavesdropping (passive) - where the unauthorised person 
monitors a network in order to gain information. An 
example of this is wiretapping, where communications are 
monitored. 

• External - where someone outside of an organisation 
attempts to access its network without authorisation. 

• Internal - where someone within an organisation attempts 
to access areas of its network they do not have authority to 
access. 

The number of network attacks is growing daily.  

2. There are a number of techniques that pose a threat networks: 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
assessment, 
answering past 
paper questions, 
producing 
factsheets, 
producing and 
giving 
presentations. 



Malware is malicious software that is designed to cause harm or damage 
to a system. Malware can take many different forms:  

• Viruses - programs embedded (hidden) within other files. 
They replicate themselves and become part of other 
programs. Viruses often cause damage by deleting or 
modifying data. 

• Worms - programs similar to viruses except that they are 
not hidden within other files. Worms often spread through 
emails. 

• Trojans- programs which pretend to be legitimate but in 
reality are malware. They are often disguised as email 
attachments. Trojans cannot spread by themselves - instead 
they deceive a user into installing the program. 

• Spyware - programs that monitor user activities (such as 
websites visited, usernames and passwords used) and send 
the information back to an unauthorised person. 

• Ransomware - programs that attempt to scare/blackmail a 
user into making a payment. Some types of ransomware do 
little but try to scare users into paying, while others go 
further - they encrypt documents and will not decrypt them 
until a ransom is paid. 

As well as malware, other things can threaten a network, including the 
people using it: 

• Phishing - emails that try to trick users into giving away 
personal details. The phishing email pretends to be a 
genuine message and tries to deceive the user into 
following a link to a website that looks like the real 
company, for example, a bank. However, it is a fake website 
designed to catch data such as bank account numbers and 
security codes. 

• Brute force - a program is used to find a password by trying 
all possible combinations of characters until the correct one 
is obtained. 

• Denial of service/ Distributed denial of service (DOS/DDOS) 
- a computer (DOS) (or many computers (DDOS)) is used to 
prevent a server from performing its tasks. This is done by 
bombarding the server over and over again with requests. 
Eventually the server is tied up trying to handle all requests, 
making it very difficult for it to respond to legitimate 
requests. 

• Data interception and theft - data is intercepted during 
transmission. This is done using software called a packet 
sniffer, which examines data packets as they are sent 
around a network, or across the internet. The information 
gathered is sent back to the data thief. 

• Structured query language (SQL) injection - SQL code is 
entered as a data input in a web form. This can cause errors 
or unintended operations and can allow access to the data 
stored in the database being used by the website. 

• Poor network policy - a network does not have security 
rules in place for users to follow. 



• People - users do not adhere to network policy. People 
frequently ignore rules, or accidentally or deliberately break 
them. This behaviour increases the chances of a network 
being compromised and its data being accessed by 
unauthorised users. This is sometimes called social 
engineering. 90% of breaches of internet security are down 
to this cause. 

A network manager must attempt to prevent and thwart all these types 
of threat, and remain aware of new threats as they emerge. 

3. One of the roles of the network manager is to ensure the network is 
safe from attacks and threats of any kind. There are many techniques 
that can be used to help keep a network safe, including: 

The purpose of penetration testing is to determine how resilient a 
network is against an attack. It involves authorised users (sometimes an 
external party or organisation) who probe the network for potential 
weaknesses and attempt to exploit them. Software that enables network 
managers to test the resilience of networks themselves is also available. 
Once weaknesses are identified they can be fixed before they are 
exploited. 

Network forensics involves monitoring the traffic on a network. At 
regular intervals transmitted data packets are copied. The copy and 
information about the packet are then stored for later analysis. This is 
usually processed in batches. The information gathered can help identify 
invasive (unauthorised or malicious) traffic to determine where data is 
being sent. 

Users of a network are often the biggest source of threats, whether 
accidental or deliberate. A network manager should have an acceptable 
use policy which ensures: 

• users have a secure, hard-to-guess password which meets 
specified conditions 

• users change their password on a regular basis 
• users cannot connect unauthorised equipment to the 

network, such as USB memory sticks, smartphones and 
tablets 

• levels of access are given, which allow only authorised users 
to access sensitive data 

• a regular backup procedure is in place 
• a disaster recovery procedure exists in case of data loss 
• regular penetration testing and forensic analysis 
• regular maintenance including applying software upgrades 

and security patches to equipment 
• prevention of physical access to servers 
• maintainance a high level of security with up-to-date anti-

virus software and firewalls  

Access levels determine the facilities a user has access to, such as 
software, email, internet access, documents and data, the ability to 
install and/or remove software, the ability to maintain other users' 
accounts. 



A network manager should make sure users can only access the facilities 
they need. For example, an office worker might need access to 
productivity software, email and the internet, but not to install software 
or access other users' accounts. Restriction limits the actions a user can 
take, thereby reducing the potential of threats. Each username on the 
network would be associated with a pre-specified level of access. 

The purpose of a password is to verify who a user is. Without knowing 
the password, you cannot use a user ID to sign into a network. Ideally, a 
secure password should be one that is not easy to guess, and that 
requires at least eight characters, including at least one uppercase letter, 
one number and one special character. This reduces the chances of 
someone easily working out what the password is. Additionally, the 
longer the password, the harder it is to work out. Unfortunately, many 
people have user IDs and passwords for many different situations so they 
do not easily remember them. They then choose simple, easy to 
remember passwords or use the same password for many situations. 

Encryption is the process of disguising data so that it cannot be 
understood. Even if an unauthorised person gains access to encrypted 
data, they will not be able to understand it. Network managers usually 
encrypt data which is to be stored or transmitted on a network. 

Anti-malware software has three purposes: 
• to detect malware that has been installed 
• to prevent malware from being installed 
• to remove malware from the system 

Anti-malware includes anti-virus software, anti-phishing tools and anti-
spyware software. It works by scanning through all the files on a 
computer and checking them against a list (known as definitions) of 
known malware. The main problem with anti-malware is that it is 
reactive - it can only detect, prevent and remove known malware. When 
new malware is introduced, anti-malware has to be updated to take 
account of the new threats. The longer the gap before anti-malware is 
updated, the less protection it offers. 

 

A firewall is a tool that monitors traffic going into and out of a computer 
or network, and either allows the traffic to pass through or blocks it. The 
decision to allow or block is based on rules, known as the firewall policy. 
For example, some programs, such as email clients and web browsers 
have legitimate cause to send a transmission. These programs are known 
and the firewall policy allows their communications. However, any 
transmissions that are not sent from or to known - and allowed - sources 
are blocked. Firewalls can be hardware-based or software-based. 
Hardware firewalls tend to be more expensive, but are more effective. A 
firewall stops unauthorised traffic entering and leaving a network. 

Physical security 

 

Vocabulary 

Malware, phishing, social engineering, brute force attacks, (distributed) denial of service attacks, 
data interception, data theft, packet sniffer, vandalism, ransomware, SQL injection, network 
policy, identifying, preventing, vulnerabilities, penetration testing, network forensics, anti-

malware software, firewalls, user access levels, passwords, encryption. 



Assessment 
Focus  

Low stake MCQ assessment 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 

 

Year 11 
Autumn Term 

Component 2 Unit 5 

Programming languages and integrated development environments 
What different types of programming language are common in use? 
What are the features of each of these? 
How are programs written in programing languages converted into binary for execution by a computer? 
What facilities are available to support a programmer when producing their programs? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

Be aware that there are different levels (generations) of programming 
languages: machine code (first generation), low level (second 
generation), high level (third generation), declarative (forth generation) 
and that each level has a different purposes and characteristics.  

Machine code programs consist of instructions written in binary, the can 
be executed by a computer without the need for translation but are 
difficult for people to write, interpret, understand and debug. As they do 
not need to be translated programs written in machine code are quick to 
execute. The specific binary instruction set that is used is chip dependant 
so programs cannot be run on different makes or models of computer.  

Assembly code programs consist of instructions written in mnemonics, 
each mnemonic represents one machine code instruction. They need to 
be translated to machine code in order for them to be executed by a 
computer. This translation is done using an assembler, which is basically a 
table of the assembler mnemonics and equivalent binary instruction. 
They are easier for people to write, interpret, understand and debug, 
though do need considerable expertise. As the translation process is 
relatively straight forward they are reasonably quick to execute. As each 
assembler instruction refers to a specific binary instruction they are also 
chip dependant so programs cannot be run on different makes or models 
of computer. Assembly language is used to program chips, device drivers 
and embedded systems.  

An assembler is a program that converts assembly language into machine 
code. It takes the basic commands and operations from assembly code 
(the source code) and converts them into binary code (the executable 
code) that can be recognized by a specific type of processor. Assembling 
a program is performed using a simple one-to-one mapping from 
assembly code to machine code. 

High level programs consist of instructions written in English like 
commands, each command would require more than one machine code 
instruction to complete it. They need to be translated to machine code in 
order for them to be executed by a computer. This translation is done 
using either an interpreter or a compiler. They are easier for people to 
write, interpret, understand and debug. As the translation process is 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
assessment, 
answering past 
paper questions. 



more complex the execution time is slower than low level languages. As 
each high level instruction is not related to one specific binary instruction 
they are not chip dependant so a program written in a high level 
language can be run on different makes or models of computer. Different 
high level languages are used for different types of problem.  

Declarative programs consist of instructions written in English like facts 
or rules, they describe what computation should be performed not how 
to perform it. Each command would require more than one machine 
code instruction to complete it. They need to be translated to machine 
code in order for them to be executed by a computer. This translation is 
done using either an interpreter or a compiler. They are easier for people 
to write, interpret, understand and debug. As the translation process is 
more complex the execution time is slower than low level languages. As 
each high level instruction is not related to one specific binary instruction 
they are not chip dependant so a written in a declarative language can be 
used in different makes or models of computer. SQL, Prolog, and other 
languages used in expert systems and artificial intelligence applications 
are examples of declarative languages.  

Interpreters translate and execute source code line by line, statement by 
statement. Source code is checked for syntax – if correct, code is 
translated then executed. If incorrect interpreting is stopped and an error 
is reported. Programs are often translated using an interpreter during 
development because spotting errors line by line as they occur aids 
debugging. Translating then executing each line of a long program is slow 
so the final, bug free, code is often compiled to produce the program that 
will be used. 

Compilers translate entire source code all in one go from a high level 
language into the object code (machine code) that can be executed. This 
is stored in a separate file, the executable file, and cannot be edited. 
Generally, it is this executable (compiled) file that is purchased when 
buying software. Compiling is a slow translation process to create the 
compiled object code, but once this file exists it is quickly executed. At 
end of compiling error reports are created errors must be corrected 
before recompiling to produce the final executable file. Used at the end 
of development to produce the object code which is what is provided to 
user. 

An integrated development environment (IDE) is a software suite that 
brings together a set of tools developers need to write and test 
software. These tools typically include: 

An editor - for writing the code 

Error diagnostics – such as de-bug facilities to spot and help remove 
errors in the code  

Run-time environment – to execute the program in 

Translators – to convert the program into executable code 

Vocabulary 

Level of programming language, low level language, high level language, generation of 
programming language, machine code, assembly language/code, declarative language, translator, 

assembler, compiler, interpreter, machine code, object code, source code, executable code, 
debug, integrated development environment (IDE), editor, error diagnostics, run-time 

environment 



Assessment 
Focus  

Low stake MCQ assessment 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 
 

 

  



Year 11 
Autumn Term 

Component 1 Unit 5 

Systems software 

What software is needed to enable a computer system to run effectively? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. Systems software is software that governs the computer system. It: 
• controls the hardware, including any peripherals 
• allows other programs (applications) to run 
• provides an interface for the user to interact with the 

computer 
• maintains the system 

There are two kinds of systems software to consider operating systems 
and utilities 

2. An operating system is a collection (or suite) of programs that manages 
and controls the computer. Operating systems have many functions:  

• controlling hardware components 
• providing a platform for software to run on 
• providing a user interface 
• multitasking facilities 
• managing the computer's memory 
• managing peripherals 
• managing files 
• managing users 

A user interface is a program that allows a user to interact with a 
computer. There are a number of types of interface including: 

• graphical user interface (GUI) - sometimes known as WIMP 
(Windows, Icons, Menus, Pointers) interface 

• mobile user interface (Mobile UI) 
• command line interface (CLI) 

A graphical user interface is familiar to most users of PCs and laptops. 
GUIs feature a desktop where everything is displayed. Applications run in 
Windows, and all objects (apps, hardware and files) are represented by 
icons. Application features are accessible through the use of menus. 
Users interact with the interface by using a mouse and on-screen pointer. 
GUIs are powerful and easy to use, but require a lot of processing power. 

Mobile UIs are similar in many ways to GUIs, except that they respond to 
touch. Fingers are used to open programs and interact with them. 
Gestures such as swiping are used to scroll within documents. Pinching 
and stretching are used to re-size images. Mobile UIs are found on 
smartphones and tablets. 

Command line interfaces are text-based. Users control the computer by 
typing in commands. CLIs require little processing power and are 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
assessment, 
answering past 
paper questions, 
producing 
factsheets, 
producing and 
giving 
presentations. 



extremely powerful, but are difficult to use. Originally most interfaces 
were CLIs, and they still exist within modern operating systems. 

A voice-user interface makes spoken human interaction with computers 
possible, using speech recognition to understand spoken commands and 
questions, and typically text to speech to play a reply. They are intuitive 
to operate, though can struggle with non-standard accents and require a 
large amount of processing power. 

Multitasking means to be able to run more than one program 
simultaneously. In the past, computers with CLIs were unable to 
multitask - the operating systems of the day only allowed one program to 
run at a time. Modern operating systems are multitasking in that they 
allow several programs to run side-by-side. It is not uncommon for a user 
to be streaming music while entering text into a word processor, or 
streaming a video while making a backup of files. Multitasking is possible 
only if: 

• the operating system can support multitasking  
• the computer has enough memory to hold more than one 

program in primary memory at the same time 

Understand and be able to describe how operating systems give the 
appearance of being able to multitask. 

Computer memory must be managed to ensure that: 
• more than one program can run at the same time 
• more than one document can be opened at the same time 

One method of memory management is known as paging. Memory is 
broken up into fixed-size blocks, known as pages. Different operating 
systems allocate their own size to pages, memory pages in modern 
operating systems are typically 4 kilobytes (KB) in size. When a program is 
run, it is loaded into memory. The operating system determines how 
much memory the program requires, and allocates enough pages to hold 
it and its documents. When the program is closed, the allocated pages 
are freed up for use by other programs. The pages a program occupies 
may or may not be contiguous, but this does not matter. The operating 
system knows what each page occupies and fetches the data held in 
them when needed.  
 
Peripherals are hardware devices connected to a computer, such as a 
monitor, printer, scanner or camera. To operate a peripheral, the 
operating system uses a program called a device driver. Device drivers 
contain instructions on how to control a device. Each connected device 
has its own driver. Using device drivers brings two advantages: 

• any device can be used with the operating system, as long 
as a driver is available for it 

• drivers can be updated, usually to give better performance 
or to remove a bug 

Operating systems use device drivers to control peripherals. 

Operating systems also manage users. They allow: 
• individual users to be created and deleted 
• access levels to be given to users, such as administrator 

rights or standard user rights 



• auditing (keeping a log) of files a user creates, accesses, 
edits and deletes 

File handling and file maintenance is one of the most important tasks of 
an operating system. The file handling software allows users to: 

• create, modify and delete files and folders 
• copy and duplicate files and folders 
• move files and folders 
• rename files and folders 
• sort items into different orders, according to name, file 

type, date created and more 
• search for particular files and folders 
• restore deleted files 
• set access rights to files such as read only or edit 

3. A computer is controlled by systems software. Operating systems 
provide this control, while utilities help to maintain the system. 

Encryption software disguises the contents of files so they can only be 
understood by authorised users. The software uses a complex algorithm 
to scramble the content so that it appears to be gibberish. Only 
authorised users can descramble the content. The software can encrypt 
specified files, or the whole of the hard disk on which the files are stored. 

When a file is stored on a hard disk it is actually stored not as a whole file, 
but as a series of segments. Sometimes the segments run together in 
sequence and sometimes the segments are split up over a disk - this is 
known as fragmentation. Over time, more and more files become 
fragmented, as do individual files. A fragmented disk takes longer to read 
from and write to, making a computer run slower. Defragmentation 
software takes the fragmented files and rearranges the segments so that 
they run contiguously. This decreases read/write time, thereby speeding 
up computer performance. 

Compression software reduces the size of a file stored on secondary 
storage. Smaller files are easier to transmit across a network as they 
require fewer packets to be sent. Their reduced size also means more 
files can be stored in any given area of storage. 

4. Data can be lost accidentally, or deliberately. A user may accidentally 
delete or overwrite a file, or a hard disk may fail, preventing access to any 
files stored on it. A malicious user may deliberately delete or overwrite 
data. To prevent data loss, regular copies of the data should be made. A 
copy of data is known as a backup. Backups can contain a copy of all files 
on a computer, or just ones specified by a user. 

Network managers make regular backups of all files on a network using 
backup software. The software automatically makes a backup at a 
scheduled time of day, usually during the evening when the network is 
quiet. Backups are usually made to a high capacity secondary storage 
device, or to the cloud. 

If data loss occurs, data can be retrieved from the backup. The software 
allows all backed-up files to be retrieved or just specified files. 

Two types of backup are possible, full backup and incremental backup 



A full backup involves making a copy of every file on the computer or 
network. They can require a lot of storage space and can be time 
consuming to make. 

Incremental backups take a copy of any new files created since the last 
backup, or of any files that have been edited, such as user documents. 

Most network managers make an initial full backup and then switch to 
daily incremental backups. This way all data is backed up and daily 
backups are small and less time-consuming. 

 

Vocabulary 

Purpose, functionality, systems software, operating systems (OS), user interface, command line 
interface (CLI), graphic user interface (GUI), mobile user interface (Mobile UI), voice interface, 
memory management, multitasking, peripheral management, drivers, user management, file 

management, utility system software, encryption software, defragmentation, data compression, 
backup, full backup, incremental backup 

Assessment 
Focus  

Low stake MCQ assessment 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 

Year 11 
Spring Term 

Component 2 Unit 1.3 

Searching and sorting algorithms 
Why are standard search and sort algorithms employed? 
What are some standard search and sort algorithms? 
How do these algorithms operate? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. An algorithm is a set of instructions to perform a specific task. Many 
situations in computer science call for data or information to be sorted or 
search, hence standard sort and search algorithms have been adopted. 
This generalisation of solutions saves programmers having to recreate 
solutions that already exist and is a one of the components/skills of 
computational thinking. 

3. Searching algorithms are standard ways to find a required item in a set 
of items. Know there are two key searching algorithms: binary search and 
linear search. Be able to explain and model how each is carried out, know 
the benefits, drawbacks and best employment situations for each, be 
able to write the algorithm in pseudocode and/or Python. 

4. Sorting algorithms are standard ways to sort unordered sets of items 
into order. There are many sorting algorithms each being best in certain 
situations. Know bubble sort, merge sort and insertion sort. Be able to 
explain and model how each is carried out, know the benefits, drawbacks 
and best employment situations for each, be able to write the algorithm 
in pseudocode and/or Python. 

Students will apply 
the knowledge by: 
 
Answering 
questions in class, 
low stake MCQ 
assessment, 
answering past 
paper questions, 
completing 
searches and sorts,  
interpreting, 
modifying and 
producing  
algorithms and 
flowcharts. 

Vocabulary 



Searching algorithms, binary search, linear search, sorting algorithms, bubble sort, merge sort, 
insertion sort, algorithm, pseudocode, flow diagrams 

Assessment 
Focus  

Low stake MCQ assessment 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 

Year 11 
Spring Term 

Component 1 Unit 6 

Ethical, legal, cultural and environmental impacts of digital technology  

What are the ethical, legal and cultural concerns created by the use of complex computer systems? 

Source of 
knowledge Teacher exposition and PowerPoints, Exam board resources, Course textbooks 

Knowledge 

1. Ethics are moral principles, or rules, which govern a person's 
attitudes and behaviour. The ethics of an industry or organisation 
are often set out in a documented form. 

Ethics apply to the use of computers as much as they do to other 
things in life. Ethical issues in computing include: ensuring public 
safety and security of data. 

Ensuring public safety: Ensuring public safety is paramount. As new 
technologies are introduced, they bring safety concerns. 

Data security: Personal data is precious and needs to be kept safe. 
Unfortunately, there are people that attempt to gain unauthorised 
access to systems in order to gain access to other people's data. 
Social media accounts, phone mailboxes and networks that 
computers connect to are all prone to such attacks. 

2. Computer use has brought new concerns and new crimes. With 
the rise of the internet, computers are increasingly being used for 
illegal activities. Computers might be used unlawfully in many 
ways, for example: allowing someone to illegally share personal 
data; helping to steal financial information, such as credit card 
numbers or bank account details; helping to illegally copy and 
distribute films, television programmes and music; extorting 
information or blackmailing someone. 

The internet allows people to commit crimes remotely. For 
example, an unauthorised person could gain access to a computer 
on the other side of the world. 

To help protect people, their data and their work, several laws 
have been introduced in the UK: 

• The Data Protection Act 1998/2018 
• The Computer Misuse Act 1990 
• The Copyright, Designs and Patents Act 1988 
• Creative Commons Licensing 

Answering 
questions in class, 
low stake MCQ 
assessments, 
answering past 
paper questions, 
producing 
factsheets, 
producing and 
giving 
presentations. 



• The Freedom of Information Act 2000 

In May 2018, the General Data Protection Regulation (GDPR) came 
into effect. This is a European wide law that tightens data privacy 
and has now been implemented in UK law through the introduction 
of the Data Protection Act 2018. This legislation replaced the Data 
Protection Act 1998. 
Data Protection Act 2018 
• Personal data must be fairly and lawfully processed 
• Personal data must be obtained for specified, explicit and 
legitimate purposes 
• Personal data must be adequate, relevant and not excessive 
• Personal data must be accurate and up to date 
• Personal data must not be kept for longer than is necessary 
• Personal data must be handled in a way that ensures 
security 

The widespread use of computers has led to new types of crime. 
The Computer Misuse Act 1990 attempts to discourage people 
from using computers for illegal purposes. There are three 
separate parts to the Act: 
• It is illegal to access data stored on a computer unless you 
have permission to do so.   
• It is illegal to access data on a computer when that material 
will be used to commit further illegal activity, such as fraud or 
blackmail. 
• It is illegal to make changes to any data stored on a 
computer when the user does not have permission to do so. This 
includes installing a virus or other malware which damages or 
changes the way the computer works. 
The maximum punishment for breaking this law is a £5,000 fine or 
several years’ imprisonment. One key part of the law is that intent 
must be proved. For anyone to be found guilty, it has to be shown 
that they intentionally accessed and changed data. 

The Copyright, Designs and Patents Act 1988 exists to protect 
peoples' creations. When a person creates something, they own it. 
Copyright is a legal means of ensuring that content creators can 
protect what they create. It only applies to certain types of creative 
work, including art work, books and computer programs. In 
general, copyright does not apply to ideas. 

Copyright is applied automatically as long as certain criteria are 
met - it is not necessary to register copyright or to use a © symbol. 
Work is automatically protected by copyright unless the copyright 
holder chooses to give that right away. Copyright gives the 
copyright holder exclusive rights to publish, copy, distribute and 
sell their creation. No one else can use the work without 
permission. Copyright on a piece of work lasts for a long time, 
although the rules about how long are quite complicated and vary 
from country to country. When you buy something, such as a book, 
film or music CD, the copyright holder grants permission for you to 
use it as part of the sale. This is called a licence. The licence is 



generally only for you to use. When using computers, unless you 
have permission with regard to particular copyrighted material, it is 
illegal to make copies of the material, publish it and sell it without 
permission, distribute it to other people, sell copies to other 
people. This applies to any copyrighted material, such as music, 
films, games and television programmes. The internet has made it 
extremely easy to access copyrighted material illegally. If you 
download a music track, film, game or programme without the 
copyright holder’s permission, you are breaking the law. There are, 
however, some situations where it is legal to copy, publish, 
distribute or sell copyrighted material. These are when you are the 
copyright holder, when you have the copyright holder’s permission, 
when the copyright holder has chosen to give up their copyright. 

Creative Commons (CC) licensing makes it easier and legal to share 
copyrighted work online. CC licences help copyright owners share 
their work while keeping the copyright. They allow the copyright 
owner to say exactly what other people can do with it. For 
example, a CC licence might say that other people can copy and 
distribute the copyright owner's work if they give them credit. In 
the UK there are a number of CC licences: 

• Attribution: The work can be copied, modified, distributed, 
displayed and performed but the copyright owner must be 
given credit. 

• Non-commercial: The work can be copied, modified, 
distributed and displayed but no profit can be made from it. 

• No derivative works: The work can be copied, distributed, 
displayed and performed but cannot be modified. 

• Share-alike: The work can be modified and distributed but 
must be covered by an identical licence. 

Many people mistakenly assume that creative commons licensing is 
automatically assigned. They then, without realising it, illegally use 
work. It must first be granted by the copyright holder of the work.  

Software licences (i.e. open source and proprietary) 

3. The introduction of computers has changed society, sometimes 
for the better, sometimes for the worse. 'Cultural issues' is the 
term used for computer matters that have an effect on the nature 
and culture of society. Some of these issues include: the digital 
divide and the changing nature of employment.  

The digital divide: The digital divide is the division that exists 
between those people who can use technology and are 
comfortable doing so, and those who are not. This division also 
extends to those people who can afford such technology, and 
those that cannot. Not everyone can afford the latest smartphone 
or games console. This is not just a national issue, but an 
international one too. The UK is prosperous with high standards of 
living, but many people live in countries where access to computers 
is expensive and unaffordable. Not everyone has access to the 
same levels of technology. For example, people in cities tend to 
have access to high-speed broadband, while those in rural or 



remote areas often do not. A further division exists between those 
people who have good computer skills and those who do not.  

The changing nature of employment: Another cultural issue is the 
changing nature of employment. Many companies now allow 
employees to work from home and communicate with them via 
technology. Cloud-based document storage enables workers to 
share documents with their employer, and communication can be 
via email or by video. Additionally, many technology-based jobs 
have been moved abroad, where costs are cheaper. The use of 
technology within the workplace has changed the nature of 
employment. Automation of processes using technology has led to 
a fall in manual, low-skilled work, such as warehouse packing. On 
the other hand, more high-skilled work is now available, which 
includes the maintenance of automated systems. 

Be able to discuss the cultural implications of implementing specific 
computer systems. 

4. Environmental issues are those where the manufacturing and 
use of computers has had a negative impact on the environment. 
Resources are needed to in order for computers to be produced, 
distributed and used. Metals and plastics are used to manufacture 
components, while energy is expended in distributing equipment 
and in using it. Many computers, such as web servers, domain 
name servers and data centres consume lots of energy. Many 
computer components are either hard to recycle or contain toxic 
materials, such as lead. Also, users discard ICT equipment quite 
quickly: people have new smartphones every couple of years, many 
organisations replace computers after three or four years, many 
people replace older technology before it fails simply because they 
perceive it to be old-fashioned or out of date. All of this means that 
computers have a heavy impact on the environment, which is 
unlikely to decrease in the near future. However, many devices are 
now more power efficient than their predecessors and some 
companies have come up with innovative ways to save power. 

Be able to discuss the environmental impact of implementing 
specific computer systems. 

5. Once data is put into a computer it can easily be copied or 
transmitted. This puts people's personal private data at risk and 
organisations that hold such data should do their best to ensure it 
remains private. Use of CCTV and social media and other apps 
mean there is lots information being collected and stored on 
individuals and some people feel this is a concern. Data protection 
laws exist to ensure that organisations in the UK comply with the 
law regarding data privacy. In 2016, the government introduced 
the Investigatory Powers Act. This sets out rules on the use of 
investigatory powers by law enforcement and the security and 
intelligence agencies. Under the act, phone companies and internet 
service providers are required to keep copies of users' emails and 
browsing histories for a period of time. It also gives the police and 



security services the authority to access computers and phones to 
search for data. This act has proved controversial, with opponents 
concerned over how it impacts people's right to privacy. 

6. A stakeholder is anyone who is impacted by the use of a 
computer system and this may include employees, the owners of a 
business, the managers of a business, customers, suppliers, local 
residents, the government, society as a whole. 

Be able to discuss how key stakeholders are affected by the 
implementation of technologies in given situations. 

7. One way to classify software is through ownership and licensing. 
There are two types of ownership and licensing software open 
source software and proprietary software. While both types of 
software are usually widely available, they differ quite considerably 
in what can and cannot be done.  

Open source software is free of copyright and available to anyone. 
Proprietary software is copyrighted and only available under 
licence. 

Open source software has several advantages: 
• It costs nothing and provides the source code so that 

anyone can modify the software for their own purposes. 
• It can have many authors. This enables programmers to 

contribute to the development of a program over time, 
refining and improving it and adding extra features. 

• A modified version, known as a derivative, must also be 
made freely available for anyone else to use or adapt. 

Open source software has its disadvantages too: 
• There is no guarantee that it works properly as there is no 

requirement for anyone to ensure it is bug free. 
• Support might not be readily available, especially if the 

program is not in widespread use. 

Proprietary software is software that is copyrighted, which means 
it can only be obtained by paying for a licence. 

Proprietary software has many advantages: 
• The product should be free of bugs. If bugs still exist, 

updates known as patches are often provided free of 
charge, which fix these bugs. 

• Help can be sought from the organisation who supplied the 
software if problems occur. 

• Feature updates which extend the software's facilities are 
often available, although usually at a cost. 

• Proprietary software that is in widespread use often has 
support available from many sources. 

Proprietary software also has a number of disadvantages: 
• There is an initial or ongoing (subscription) cost. 



• Software cannot be adapted to meet the needs of the user. 
Only the machine code version of the software is 
distributed, which cannot be edited. 

• It can be limited to a single computer or network, so unless 
the licence allows it, a user may not redistribute the 
software. 

 

Vocabulary 
Ethical, legal, cultural, environmental, privacy, stakeholders, open source software, proprietary 

software, legislation, The Data Protection Act 1998, Computer Misuse Act 1990,  Copyright Designs 
and Patents Act 1988, Creative Commons Licensing, Freedom of Information Act 2000. 

Assessment 
Focus  

Low stake MCQ assessment 
Students will complete an end of unit assessment which will reflect the way they will be assessed 
on this material in the written examination in Year 11 

 


